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Hash Algorithms
Introduction
A hash function is one which is used to map the data into a fixed size. The function is mostly used in data lookup in computer software thus assisting in detecting and eliminating duplicate records in a large file and also in key encryption. Hash values are usually obtained from base input number using the hash algorithm (Crispin, Henry & Parks, 2011).
Table
	ALGORITHM
	Size of the Digest
	No. of Rounds that Create the Hash
	Block Size
	Created By
	Previous Hash it was Derived
	Strengths
	weaknesses

	Message Digest (MD5)
	128-bit 
	4
	512
	[bookmark: _GoBack]Ronald Rivest
	MD4
	Works well for standard file verifications since it gives a good checksum for comparison. 
	It is vulnerable to attacks thus not useful for advanced applications that need better security. 

	Secure Hash Algorithm (SHA)
	160 for SHA-0 and SHA-1 and 256 for Sha-2
	64 or 80
	512-bits
	National Security Agency (NSA)
	MD5
	it supports different bit rates which make it therefore useful in many applications.
Nobody has been able to break through it thus stable 
	These algorithms are not used for data security but only to prevent data alteration thus have a limited use compared to others. 

	whirlpool
	512
	10
	Less than 2^256 

	Vincent Rijmen and Paulo S. L. M. Barreto
	Square block cipher
	Easy to implement and is readily available in the public domain. 
	It has a slower speed of performance compared to others such as SHA. This gives it less preference. 

	RIPEMD
	128, 160, 256 or 320-bits
	3
	512

	givHans Dobbertin, Antoon Bosselaers and Bart Preneel 
	SHA
	It is robust and recent with a better design
	It has a small output length thus poor performance. 



Future of Hashing
Hash functions are becoming common in today’s IT systems with their application getting more diversified compared to the past limited functionalities. They are currently finding application in areas such as software integrity, password protection and message authentication. Therefore, to be able to remain relevant, the algorithm needs to be able to construct two distinct inputs with the same output. Therefore, for a better future, there is a need to develop better collisions for algorithms which can cope with the current attacks (Weng & Preneel, 2011).
Conclusion
In conclusion, there are different hash algorithms whose development falls into varied periods. These include Message digest, Secure Hash Algorithm, Whirlpool and RIPEMD. These algorithms have however continued to experience further development in order to suit the current and future technological needs. 
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